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Introduction
Aligos Therapeutics, Inc. (“we”, “our”, “us”) is committed to protecting and respecting your privacy.
We are a company established in the United States with a registered office at 1 Corporate Dr., 2nd Floor,
and for the purpose of the General Data Protection Regulation (the “GDPR”), we are the data controller.
This policy sets out the basis on which we will process any personal data or usage information we
collect from you, or that you provide to us, in connection with your use of our website at
www.aligos.com (the “Website”). Please read this policy carefully so that you understand your rights
in relation to your personal data, and how we will collect, use and process your personal data. If you do
not agree with this Privacy Policy in general or any part of it, you should not access the Website.
What types of information do we collect and how do we use it?
Information you give us. You may provide the following information by contacting us via our Website
or email:
o

Your names;

o

Your city, state and country of residence;

o

The company you are employed by or affiliated with;

o

Your phone number; and

o

Your email address.

As it is in our legitimate interests to be responsive to you and to ensure the proper functioning of our
products and organization, we will use your information to:
•

communicate with you;

•

contact you via telephone or email;

•

identify our users;

•

enforce our Website terms and conditions; or

•

provide third parties with statistical information about our users (but those third parties will not
be able to identify any individual user from that information).

Technical usage information. When you visit the Website, we automatically collect the information
sent to us by your computer, mobile phone, or other access device. This information includes:
•

your IP address;

•

device information including, but not limited to, identifier, name, and type of operating system;

•

mobile network information; and

•

standard web information, such as your browser type and the pages you access on our Website.

As it is in our legitimate interests to process your technical usage information to provide effective
services and useful content to you we collect this information in order to:
•

monitor and analyse trends, usage and activity in connection with our Website and services to
improve the Website;

•

administer the Website, and for internal operations, in order to conduct troubleshooting, data
analysis, testing, research, statistical and survey analysis;

•

keep the Website safe and secure; or

•

measure and understand the effectiveness of the content we serve to you and others.

Do we use cookies?
We use cookies to collect information about your browsing activities over time and across different
websites following your use of our services. They allow us to recognize and count the number of users
and to see how users move around the Website when they are using it. This helps us to improve the
services we provide to you and the way the Website works. You can find more information about
cookies and how to manage them at http://www.allaboutcookies.org/. [For more information about
cookies, please refer to our Cookies Policy.
We use Google Analytics, which is a web analytics tool that helps us understand how users engage with
the Website. Like many services, Google Analytics uses first-party cookies to track user interactions,
as in our case, where they are used to collect information about how users use our site. This information
is used to compile reports and to help us improve our Website. The reports disclose website trends
without identifying individual visitors. You can opt out of Google Analytics without affecting how you
visit our site – for more information on opting out of being tracked by Google Analytics across all
websites you use, visit this Google page: https://tools.google.com/dlpage/gaoptout.
How do we share your personal data?
We do not sell, rent or lease your personal information to others except as described in this Privacy
Policy. We share your information with selected recipients. These categories of recipients include:
•

cloud storage provides located in the United States of America (USA) to store the personal data
you provide and for disaster recovery services, as well as for the performance of any contract
we enter into with you;

•

IT Services providers that provide us with SaaS services who we use to store our customer
relationship management information, etc.; and

•

analytics and search engine providers located in the USA and which store your personal data
in USA that assist us in the improvement and optimization of the Website.

We will share your information with law enforcement agencies, public authorities or other organizations
if legally required to do so, or if we have a good faith belief that such use is reasonably necessary to:
•

comply with a legal obligation, process or request;

•

enforce our terms and conditions and other agreements, including investigation of any potential
violation thereof;

•

detect, prevent or otherwise address security, fraud or technical issues; or
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•

protect the rights, property or safety of us, our users, a third party or the public as required or
permitted by law (exchanging information with other companies and organizations for the
purposes of fraud protection and credit risk reduction).

We will also disclose your information to third parties:
•

in the event that we sell any business or assets, in which case we will disclose your data to the
prospective buyer of such business or assets; or

•

if we or substantially all of our assets are acquired by a third party, in which case information
held by us about our users will be one of the transferred assets.

Where do we store your personal data?
The information that we collect from you will be transferred to, and stored at/processed in the USA.
Your personal data is also processed by staff operating outside the EEA who work for us or for one of
our suppliers. We will take all steps reasonably necessary to ensure that your personal data is treated
securely and in accordance with this policy.
The security of your personal data
Unfortunately, the transmission of information via the internet or email is not completely secure.
Although we will do our best to protect your personal data, we cannot guarantee the security of your
information transmitted through the Website or over email; any transmission is at your own risk. Once
we have received your information, we will take appropriate technical and organizational measures to
safeguard your personal data against loss, theft and unauthorized use, access or modification.
We will, from time to time, host links to and from the websites of our affiliates or third parties. If you
follow a link to any of these websites, these websites will have their own privacy policies and we do
not accept any responsibility or liability for these policies. Please check these policies before you submit
any information to those websites.
How long do we store your personal data?
We will retain your information as follows:
•

if you contact us via email or a contact form on the Website, we will keep your data [12months];
and

•

your technical usage information for [12 months].

•

location data: 12 months];

•

data on your use of our Website: 12 months]; and

Your rights
You have the right to ask us to access the personal data we hold about you and be provided with certain
information about how we use your personal data and who we share it with. You also have the right to
ask us to correct your personal data where it is inaccurate or incomplete.
In certain circumstances, you have the right to ask us to delete the personal data we hold about you:
•

where you believe that it is no longer necessary for us to hold your personal data;
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•

where we are processing your personal data on the basis of legitimate interests and you object
to such processing and we cannot demonstrate an overriding legitimate ground for the
processing; or

•

where you believe the personal data we hold about you is being unlawfully processed by us.

In certain circumstances, you have the right to ask us to restrict (stop any active) processing of your
personal data:
•

where you believe the personal data we hold about you is inaccurate and while we verify
accuracy;

•

where we want to erase your personal data as the processing is unlawful but you want us to
continue to store it;

•

where we no longer need your personal data for the purposes of our processing but you require
us to retain the data for the establishment, exercise or defence of legal claims; or

•

where you have objected to us processing your personal data based on our legitimate interests
and we are considering your objection.

In addition, you can object to our processing of your personal data based on our legitimate interests and
we will no longer process your personal data unless we can demonstrate an overriding legitimate
ground.
To exercise any of these rights above, please contact our Data Protection Officer at
dataprotection@aligos.com. In addition, you have the right to complain to an applicable data protection
supervisory authority.
Please note that these rights are limited, for example, where fulfilling your request would adversely
affect other individuals, trade secrets or intellectual property, where there are overriding public interest
reasons or where we are required by law to retain your personal data.
Your California Privacy Notice
This section applies to California residents in certain situations. Terms used in this section and not
otherwise defined have the meaning given to such terms under the California Consumer Privacy Act of
2018 (CCPA).
A.

Disclosure of Collected Categories of Personal Information

Below we have listed the enumerated categories of personal information under the CCPA’s definition
of “personal information” and whether in the preceding twelve (12) months we have: (1) collected such
categories of personal ; and (2) disclosed such categories of personal information for a business purpose:
Category

Examples

A. Identifiers

Name, address, e-mail address, IP Yes
address

B. Personal information categories Name, telephone number
listed in the California Customer
Records statute

Collected?

Yes

Disclosed
for Business
Purpose?
No
No
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C.
Protected
classification None
characteristics under California or
federal law

No

No

D. Commercial information

Records of products purchased, No
obtained, or considered

No

E. Biometric information

None

No

No

F. Internet or other similar network Information on user’s interaction Yes
activity
with the website

Yes

G. Geolocation data

Physical location

No

No

H. Sensory data

None

No

No

I. Professional or employment-related None
information

No

No

J. Non-public education information None
collected by certain federally funded
institutions

No

No

person's No

No

K. Inferences drawn
personal information

from

other Profile reflecting
preferences

a

We do not and have not in the last twelve (12) months sold personal information about you.
B.

California Privacy Rights

The CCPA provides California residents with the additional rights listed below in certain circumstances.
Right to Know. You may have the right to know and see what certain details regarding what information
you submit or we have collected about you over the past twelve months, including:
•

The specific pieces of personal information we have collected about you;

•

The categories of personal information we have collected about you;

•

The categories of sources from which the personal information is collected;

•

The business or commercial purpose for collecting personal information about you; and

•

The categories of third parties with whom we have shared personal information about you.

Right to Delete. You may have the right to request deletion of the personal information we have
collected from you (and direct our service providers to do the same).
Freedom from Discrimination. You may also have the right not to be discriminated against for
exercising any of the rights listed above.
Rights Relating to Direct Marketing. You may be able to request certain details about our disclosure of
personal information to third parties for their own direct marketing purposes during the preceding
calendar year. This request is free and may be made once a year.
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Exercising Your California Privacy Rights. To submit a request, please contact us using the contact
information below.
Complaints
In the event that you wish to make a complaint about how we process your personal data, please contact
us in the first instance at dataprotection@aligos.com and we will endeavour to deal with your request.
This is without prejudice to your right to launch a claim with the data protection supervisory authority
in the EU country in which you live or work where you think we have infringed data protection laws.
Changes
Any changes we will make to this policy in the future will be posted on this page. Please check back
frequently to see any updates or changes to this policy.
Contact
Questions, comments and requests regarding this policy are welcomed and should be addressed to
dataprotection@aligos.com.
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